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The Honorable Barack H. Obama
The President

The White House

Washington DC 20500

Dear Mr. President:

Yesterday, the Senate Select Committee on Intelligence (SSCI) released an unclassified
summary of its report on the attempted terrorist attack on Christmas Day. In reviewing the
report’s conclusions, including the 14 specific “points of failure” in U.S. intelligence prior to the
attack,it occurred to me that many of these “points of failure” could have been prevented through
greater outside review of our national counterterrorism operations and strategy.

As you know, over the last five months I have repeatedly urged your administration to
adopt four bipartisan proposals that would strengthen our national security. These ideas include
bringing back the co-chairs of the 9/11 Commission for a six-month review, making the
Transportation Security Administration (TSA) administrator a set 10-year term to bring greater
stability and expertise to the agency, collocating the new High Value Detainee Interrogation
Group (HIG) at the National Counterterrorism Center, and creating a “Team B of outside
counterterrorism experts to review and challenge our strategy and assumptions across the
intelligence community,

In reviewing the 14 “points of failure” identified in the SSCI report, I believe many of the
operational missteps could have been prevented if the co-chairs of the 9/11 Commission — former
Rep. Lee Hamilton and former Gov. Thomas Kean — had been able to conduct a six-month
review of the implementation of the commission’s original recommendations. Specifically, I
believe that points 1,2, 3,4, 5, 6, 8,9, 10, 11, 12, and 13, listed in the enclosed report could have

“been mitigated by a follow-up review of the 9/11 Commission’s recommendations.

Additionally, I believe that points 7 and 14, “Intelligence Analysts Were Primarily
Focused on Al-Qaeda in the Arabian Peninsula (AQAP) Threats to U.S. Interests in Yemen,
Rather than on Potential AQAP Threats to the U.S. Homeland,” could have been mitigated if a
“Team B” of outside experts had been able to challenge institutionalized assumptions throughout
the intelligence community. The team would répresent a "new approach to counterterrorism"
which focuses not just on connecting the dots of intelligence, but which seeks to stay a step
ahead in understanding how to break the radicalization and recruitment cycle that sustains our
enemy, how to disrupt their network globally and how to strategically isolate them.
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Last month, I wrote you to share a recent article from respected Georgetown University
professor Bruce Hoffman, who endorses the “Team B” approach. He said, “One important yet
currently languishing congressional initiative that would help counter this strategy is
Representative Frank Wolf’s proposal to institutionalize a “red team” or “Team B”
counterterrorist capability as an essential element of our efforts to combat terrorism and in the
war against al-Qaeda.” I believe that, in light of the SSCI report, such an approach is needed
now more than ever.

Although we now have the benefit of hindsight, it is critical that we take the lessons from
the failed attack and implement measures to further review our counterterrorism processes and
strategy. It is inexcusable that we would not draw on these valuable outside experts’ wisdom to
strengthen our homeland and ensure that these mistakes are not repeated.

Best wishes,

e L

Member of g
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ITTEE ON INTELLIGENCE

_ SENATE SELECT COMM

Unclassified Executive Summary of the
Comprittee Report on the Attempted Tervorist Attack on Northwest Airlines F, Zzght 253
May 18, 2010

Background: On December 25, 2009, a 23 year-old N1ger1an man, Umar Farouk
Abdulmutallab (hereafter Abdulmutallab) attemptcd to detonate a concealed non-
metallic devme containing the explosive pentaerythritol tetranitrate (PETN) on
Northwest Airlines Flight 253 from Amsterdam te Detroit, Michigan, as the plane was.
descending into Detroit Metropolitan Wayne County Airport.

Cemmittee Investigation: Chairman Feinstein.and Vice Chairman Bond of the
Seriate Select Committée on Intelligence ($SCT) announced on December 31, 2009, that
the Committee would conduct hearings on the attempted Christrias Day terrorist attack
and “collect all intelligence related to Umar Farouk Abdulmutallab held by various
intetligence agencies in.order to determine who had what, and how the information was
handled. In-addition, the Committee [would] review national security policies on
sharing information and terrorist watchlisting.”"

Backgrowid on Report: This report contains information gathered by the
~ ‘Committee through hearings, briefings, and document requests froni the following:
agencies:
e Office of the Director of National Intelligence (ODNI)
National Counterterrorism Center (NCTC)
Central Intelligence Agency (CIA)
National Security Agency (NSA)
Federal Bureau of Investigation (FBI)
Department of State
Department of Homeland Security (DHS)—including apencies under its purview,
such as the Transportation Security Administration (TSA), U.S. Customs and
Border Protection (CBP), and the Office of Intelligence and Analysis (I&A).

% 8 9 B8 o 8

Findings and Conclusions: The Committee found there were systemic fatlures
across the Intelligence Community (IC), which contributed to the failure to identify the
threat posed by Abdulmutallab. Specifically, the NCTC was not organized adequately
to fulfill its missiens. Following 9/11, Congress created the NCTC and charged it with
serving as “the primary organization in the United States Government for analyzing and

! S3CI Press Release, “Intelligence Committee Announces Hearings into Failed Christmas Day Terrorism Attack,”
available at htip:/iintelligence. sepate: gov/press/record.cfm?id=321274
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- found that no-one agency

oL mtegratmg all mielhgence possessed or. acqmred by the Umted ;States Govemment -

© pertaining to terrorism and counterterrorism....”> Inpractice, however, the Cortimittee o
w itself as beh responsﬂale for trackin 'dfldentlﬁrmg aII
terrotism threats. In addition, technology acrossthe IC s a0t adequat_ ‘to.provide

search enhancing tools for analysts, which conmbumﬁ to:the fa;llure of the IC to identify
Abdulmutaﬂab asa potential threat.

The SSCI repsrt 1den‘tlﬁes fourteen. spec:{ﬁc p@mts ef faiiurewa seties of human
errors, technical problems, systemic obstacles, analytical misjudgments, and competing
‘priorities—which resulted in Abdulmutallab being able to travel to the United States on
-December 25, 2009. Those points of failure are:

1. The State Depa'rﬁnent"{)-ld Not Revoke Abdulmutallab’s U.S. Visa.

2.. Abdulmutallab Was Not Placed in the “Terrorist Screenmg Database” (TSDB), on
the Selcctee List, oron the No Fly List.

3. Reporting Was Not Distributed to All Appropriate CIA Eiemeﬁts

4. A CIA Regional Division; at C1A Headquarters, Did Not Search Databases
~ Containing: Reports Related to Abdulinutallab. :

5. CIA Did Not Disseminate Key Reporting Until after the 12/25 Attempteé Aftack

A CIA Counterterrorisi Center: {CTC) Office’s Limited Name Search Failed to
Uncover the Key Reports on Abdulmutallab.

7. CIA CTC Analysts Failed to Connect the Reporting on Abdilmutallab.
8. FBI C-oun’certerr_onsm Analysts -Could.No?: Access All Relevant Reports.
9. NCTC’s Directorate of Intelligence Failed to Connect the Reporting on Abdulmutallab.
10. NCTC’s Watchlisting Office Did Not Conduct Additional Research to Find
Additional Derogatory Information to Place Abdulmutaliab on:a Watchlist.
11. NSA Did Not Pursue Potential Collection Opportunities That Could Have Provided
- Information on Abdulmutallab.
12, Analysts Did Not Connect Key Reports Partly Identifying Abdulmutaﬂab and
~ Failed to Ensure Dissemination of All Relevant Repoiting.
13. NSA Did Not Noriinate Abdulmutaliab for Watchlisting or the Terrorist Identities
Datamart Environment (TIDE) Based on Information Partly Identifying Him.
14. Intelligence Analysts Were Primarily Focused on Al-Qaeda in the Arabian
Peninsula (AQAP) Threats to U.S. Interests in Yemen, Rather than on Poteritial
AQAP Threats to the U.S. Homeland.

% 50 U.S.C. 40d0(d).
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' pnor to December 25 ,;20091;}:131 wauld have 1deat~1ﬁed Abdulmutallab asa passmble
tertorist threat'to the United States. The Committee believes the IC, and other parts-of
the U.S. Government; should have taken steps to prevent Abduimutallab from beardmg
Northwest Flight 253 to Détroit, Michigan, on'Christmas-Day.

Points of failire #1 and #2 relate to failures of the: systems and procedures in
place to prevent suspected terrorists from entering the United States. Points of failure
#3 thmugh #14 discuss why the relevant intelligence was not connected. Deing so may
have led analysts to link sufficient-threat and biographical mfonnanon on
Abdulmutallab to piace him on the watchhsts

LCommitiee Action: On Mamh 16, 2{)1{) the Commiittee unammously approved
a Sﬁnpage report and provided it to the Intelligence Community for a classification
review. This unclassified Executive Summary was prepared based on that Intelhgence
. Commumtyrewew = N _ _ _

In the Committee’s March 16th report, each point of failure includes 2

- description, a Committee. conclusmn, Committee recommendations, and a discussion of

~ the corrective actions being taken by the Intelligence Community. Because the other

_parts of the report témain classified, this Executive Sunimary only contains unclass:{ﬁed
' 'portlons of the Cormittee’s conolizsmns and recommendatmns about each faiiure '

The SSCI report alse includes classified appendlces which deseribe: (1) the
intelligence collected on Abdulmutallab priorto the terrorist plot and what was or was
not done with that intelligence; (2) the terrorist watchlisting process and standards as
they existed at the time; and (3) additional biographical information on Abdulmutallab..

_ In addition to the review conducted by the Committee, the Director of National
Intelligence created :an Intelligence Community Review Panel that was chaired by John
McLaughlin, former Deputy Director of the CIA. That panel’s report endorsed three of
the specific classified recommendations made by the SSCI report. The panel also
dlsagreed with one of the Committee’s recommendations to expand access to certain
counterterrorism. m_format:_t_on The Committee stands by its recommendation.

Noteon Hismn&al Hindsight: As isthe case with many reports analyzing the
past performance of the IC, the 8SCI report presents. information that was relevant to the
Flight 253 plot in hindsight. Briefers and intelligence officials stated frequently that the
intelligence described in the classified SSCI report was among thousands of other
intelligence reports and that other terrorist threats were assessed to be more pressing at
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The State Departmem cauld have revoked Abdalmutallab s U.S. visa based on

the mformatwn available to the Department. The State Department consular officer in

Abuja, Nigeria should have used all of the tools:available, including using “fuzzy loglc”

‘or'a passport number, to- search for a-visa for Abduimut&llab Had this occurred, it is

likely that Abdulmiitallab’s active U.S. visa would have been located in the
Department s database.

The State Department has-an mdependeat obizgatmn to evaluate anon-1J.S. person’s
su;.tabzhty for entsy znta the U S bu’t mstead rehes an the IC’S assessment Df whether an.

beheves Abdulmui;aiiab’s Vlsa sheuid have heen 1dent1ﬁed and reveked mdependently
_ by the State Department based on the information provided to the consulate by other
B embassy ofﬁcers which mcluded an assessment tha.t Abdulmutaliab should be

- Récammendgz;twns:

e The State Department must use its independent judgment and authority to revoke
visas for anyone susp’ected of being involved with terrorism ora terrorist group,
and must be able to do soin real-time in ceardmatmﬂ with the {nteﬂzgence
Community. :

e The Director of NCTC should make recommendations to deny or revoke a U.S.
visa based on terrorism-related intelligence. In addition to exercising its own
independent authority fo revoke visas, the State Departmerit should accept the
Director of NCTC’s recommendations..

e The State Deparunent should d*awiop & system for electronically notifying all
airlines of individuals whose visas hava been revoked.
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on the No Fly Llst the detemnnaﬁon was. made at CIA Headquarters and at the NCTC
‘Watchlisting Office that there was:only sufficient derogatory information to enter
Abdulmutallab’s information in the general “Terrorist Identities Datamart Environment”
('I‘IDE) database but net sufﬁment deregatoxy mfonnatlen to place hlm on: aﬁ‘y of the
was bemg mterpreted at Ehc tlme er both analysts respnnsztble fer makmg the
watchlisting determination did’ slieve they had the ability to give additional weight
to significant pieces of information from the field, such as the: report that resulted from
the: meeting wﬁh Abdu}mutallab S, father. - .

: Recamme:zdatmns:

e The Administration, in-consultation wﬁh Congress should sztmphfy strangih@a,
- and add ﬁerxzbﬁﬁy 0 waxcfhhstmg practicesto bettar i zate:{:t the U S. homeland.

® -inteiiwence officers respfmsabie for Watchlzstmg terrorist susg:vects shmdd have the

flexibility to give added weight to significant information, such as

recommendations from Chiefs of Station or other experienced intelligence

professionals, in determining whether to place an individual on a watchlist.
3. Reporting was Not Distributed to All Appropriate CIA Elements.
Conclusion: ‘

The inconsistencies in distrib uting key intelligence reports may have
contributed to the Jailure of the Intelligence Community to identify Abdulmutallab as

“a potential threat. While there was no intent to limit access to the reports, processes
- failed to disseminate relevant intelligence to all offices and individuals with a need to

know. .
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Recommendations:

o (lassified recommendation excluded

4. ACIA Regional Division (af CIA deqmm‘ers) ﬁzd Not Search. i}ambases
Containing Reports Reluted 1o Abdulmutailab. :

Conclusion:

CIA had reports related to. Abdulmutallab; but a-regional division failed to search
othier databases that would have identified relevant information. CIA tasked this
division with the responsibility, but not the tools to-adequately 1dent1fy terrorisin-related -
reporting. Inadequate technological search tools and the fragmented nature of the
Intelligence Community’s databases made it difficult to find additional intelligence
related to Abdulmutailab

: R:ecammndatwm:-
»  The Director of the CIA should report to the é@ngressmnai intelligence
committees within 30 days on the increased-access to its all-source

counterterrorisin database. The repoit should include the total number of
- personnel with iticreased aceess and the positions these individuals occupy.

® (lassified recommendation excluded

5. Cl4 Did Not Disserinate Key Reporting Until After the 12/25 Attenipted Attack.
Conclusion:

Had the CIA intelligence report been disseminated, other intelligence officers
outside of the CIA and NCTC who tracked intelligence on Yenien and AQAP may
have made the connection between the information provided,

Recommendations:
e The CIA should set standards to ensure that all intelligence reports are

disseminated prompily—within two days for counterterrorism and all other high
priority issues.
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& The CIA. and sther : teligence agencies must ensure that critical intelligence:
' fmactwns arg ot d when persennei are zempmm}y depl@yeé 1o other

o The CIA should pmvzde broader access to operational traffic for all analysts with
a need to know, whether those anah’sts are employed b}f the CIA orby anothe1
-3genﬁv in the Imeiiageme Community.

6. ACIACTC ij’ ce’s Lszszd Name Search Failed to Uncover the Key Reports on
Abdulmutaliab,

Lonclusion:

CTC conducted a hrmted name search of CIA’S all-source database which
included key reports on Abdulmutallab, to determine if there was other available
information. Because of the limited nature of the search, it failed to uncover key reports
- on Abdulmutallab. ‘Thus, CTC failed to draw the link between Abdulmutallab’s father’s
information and the. key reports.

7. CIA CTC Analysts Failed To Connect Reporting on Abddmutaliab,

The fuilure of CIA CTC analysts to connect the reporting contributed to the
failure of the Intelligence Community to identify Abdvulmutallad as.a potential threat.
Like other Intelligence Community analysts, according to CIA, CTC analysts were
focused on Yemen-based AQAP-related threats and supporting operations to counter
these threats.

Recommendations for 6 and 7:

e The Director of the CIA should ensure that CIA personnel understand their
responsibility to connect related all-source information and disseminate all
possible threat reporting, particularly reports that might help identify homeland
threats. ' '

o The DNI should develop a comprehensive plan to implement advanced

information technology systems that can draw connections among related
mtelligence reports and assist in the prioritization of terrorism threat siveams. The
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DNI }Shmljl@jiw’ﬁ{ify"@ﬁggfessimal inte ilzgenee cemmxt&ees of the progress made in-.
implementing the plan on a biannual basis.

8 FBI Counterterrorism Analysts Could Not Access All Relevant Reports.
Conclusion:

The misconfiguration of an-analyst’s computer profile prevented her from
accessing relevant intelligence reporis, despite-their existerice in FBI systems. Had
‘the FBI counterterrorisny analyst’s.computer profile been configured appropriately,
the analyst may have been able to identify the threat stream on Abdulmutallab.

Recommenduations:

» The Director of the FBI should conduct a review of FBI's information
technology systems to ensure all FBI analysts have access 1o the necessary
intelligence databases and that-the FBL information systems are appropriately
configured to support intelligence analysis. The Director should provide a report
to the congressional mteihgence cﬁmmmaaes within 90 days on the changes made
as a result of this review.

9. NCTC’s Direciorate of Intelligence Failed to Connect the Reporting on
- Abdalmstallab.

Conclusion:

NCTC personnel hud the responsibility and the capability to connect the key
reporting with the other relevant reporting. The NCTC was not adequate{y organized
and did not have resources appropriately allocated to fulfill its missions,

.....

ter‘i'Orlsm-related mtclhg_ence ()ne of the;NCTC f mi,sswns, as. _outhned in the
Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), is:

“to-serve as the primary organization in the United States Government for
analyzing and integrating all intelligence possessed or acquired by the United
States Government pertaining to terrorism and counterterrorism. . 3

3 50 1.S.C. 4040(d).
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TC l.has i '.erpnmary rﬂle withit the {C to brmg tagether and assess all-source:
or 1 - 5 ate of Intelligence was
lentify all threat streams
o relate s sts in the Intelligence
' Cemmumty, NCTC"‘S anaiysts were pnmanly focused on: Yemen—based AQAP-related
threats.

3 Rééomméﬁdaiiaﬁs- -

e The Director of the NCTC should ensure that all NCTC analysts understand their
tesponsibility to connect related all-source information and disseminate all

possible threat. repamng, particularly reports that might help identify homeland
- ﬁn-eats

- e The Director of the NCTC shéuid ensure that NCTC is organized and resourced
to fulfill its responsibility to track, analyze, and report on all terrorist threats to
the Umted States emanatmg fram termnst gmups overseas.

o Classifisd tecommendation exclided

| I {3 NCTC’s Wmekfmﬁng (}ff ce Did Not Conduct Additional Research to Find
~Additional ﬁemgafwy Iuformation to Pluce Abdulmuiallah on a Watchiist.

Conclusion;:

NCTC had the responsibility and the capability to connect the key intelligence
reporting with the other relevant reporting. Doing so conld have produced sufficient
information to recommend that Abdulmutaliah be  placed on the terrorist watchlists.
The NCTC was not adequate{;’ ngumd and did not have resources appropriately

. alz'ocated to fulfill its missionis.

.. Under IRTPA a primary role of the NCTC is:

“to serve.as the central and shared knowledge bank on known and suspected
terrorists and international terror groups.™

Prior to 12/25, NCTC’s standard practice was to process watchlisting information
it received, but not to conduct additional analysis or enhance existing records with more
derogatory information. Thus, even though NCTC created a basic terrorist record for

* 50 U.S.C. 4040(d).
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Abdulmutaﬁab in TIDE, NCTC dié; not conduct additional research to identify other
' ehce relates llab— intelligence that may have placed
Abdalmutaﬂaia mn'the TSIB and potentlaily o the Selectee List; orthe No Fly List.

Recommendations:
e NCTC should keep the congressional intelligence committess fully informed of

resources needed fo perform the watchlisting function without compromising its
other missions.

11. NS§A Did Not Pursue Potential Collection Opportunities Thar Could Have
Provided Information on Abdulinutaliab.
Conclusion:

| NSA did not take all available actions which contributed to the failure of the
Intelligence Community to.identify Abduimutallab as a'potential threat.

Recommendations:
e Classified recommendation excluded
& Classified recommendation excliided
e (Classified recommendation excluded
12. Analysts Did Not Connect Key Repfm‘s Partly Identifying Abdulmutallah and
Fuiled to Ensure Dissemination of All Relevant Repovting.
Conciusion:

Tkefaiiure of analpsts fo connect and disseminate-all velevant reports may have
contributed to the failure of the Intelligerice Community to identify Abdulmutallab as
a potential threat.

Recommendations:
e (lassified recommendation excluded
e (lassified recommendation excluded
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s Classified recommendation excluded

13. NSA Did Not Nominate él&éféf&%ﬂmﬁéxﬁf&f szfehizstmg ‘or the Tervorist
Identities Datamuart Environment (T }BE) based on Infgmmiwn Partly Hdentifying
Him. '

_Cancius;ian:'

The policy of not making fzommatwns to TIDE based on information partly
identifying-Abdulmuiallab may have contributed to-the fatlare of the Intelligence
Community to ideniify him as a potential threat.

Recommendations:

e NSA should 1mmed1ateiy clear the backl t}g of reports that require review for
Waich}ismng

o NCTC should change its prac;tzces to allow for nominations to TIDE of p&rﬁaﬁy
identifying or other incomplete information to-assist in enhancing terrorist
~ ddentities records and other agencies should changetheir policies accordingly.

4. Infeflzgeﬂce Aﬁafy&s were i’rgmarigy £ musad oH AQA}’ Threats o U.S. Interests
In Yemen, Rather than on Potential AQAP Thieats 1o U.S. Homeland,

Conclusion:

_ Analysts’ competing priorities contributed fo the failure of the Inteiligence
Community fo identify Abdulmutallab as a potential threat. Priot to the 12/25 plot,

- counterterrorism analysts at NCTC, CIA, and NSA were focused on the threat of

terrorist attacks in Yemen, but-were not focused on the possibility of AQAP attacks

- against the U.S. homeland. These other priorities contributed to the failure-of analysts

to recognize and collate the several pieces of intelligence reporting that mentioned

Abdulmutallab.

Recommendutions:
o The DNI should review the roles and responsibilities of counterterrorisim analysts
throughout the Intelligence Commumity to ensure that all agencies understand

their counterterrorism role, their role i identifying and analyzing threats to the
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Us. h@meland, aﬂd ﬁm sau;jiertezmmsm a;naiysts actweiy c&liab@raie acmss the.

EC wm?aﬂeni shmﬂé be- pmwéed aceess ‘te ali cwﬂt&rtermmsm mteﬂigeme ln
conducting this review, the DNY should be mindful of the intent of Congress to
- give NCTC the primary role:and responsibility within the IC to bring together and
. assess all-source terrorism-related intelligerice in IRTPA. The DNI'should report
the results of this review to conpressional m’telhg&nce committess within 60 days.
e The DNI should examine Wh‘e’iher adequate intelligence resources are directed
against the homeland threat;
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3 Backgmund :

_ Asis ﬁiustrated throughout ﬂllS report, there werea number of technical or
. __human errors bythe CIA, NSA, the State Department, and the National

- Counterterrorism Center (NCTC)- whiteh led to the Intelligence Community’s
collective failure to identify Abdulmutallab as a téirorist threat to the U.S. In
~ testimony before Congress, DNI Blair stated that “this was not—like in 2001—a
failure to-collect or share lntelhgence rather it was a failure to.connect, integrate,
and ynderstand the mteihgence we had.” However, as Members who participated
in the Joint Inquiry of the Senate Select Commiittee on Intelligence and the Holuse
Permanent Select Committeé on Intelligence into Intelligence Community
- Activities Before and After the Terrorist Attacks of September 11, 2001 (the
Congressmnal “Joint Inquiry™), we respectfully disagree. Some of the systemic
errors thls teview 1dent1ﬁed also were citedas failures pnor to 9/11. '

Foliomng 9/1 1 several investi gations; mcludmg the Congressional Joint
‘Tnquiry, examined the intelligence failures that led to that atrocious attack, and,
overwhelmingly, found that the Intelligence Community was severely inhibited by
' .mformatwn steve—pipes }acked effectwe technological toois, and in many cases
Inteihgence Cemmumiy that was not weii posztwned te 1dent1fy and dxsrupt
terrorist threats.

As a result of these findings, Congress passed the Intelligence Reform and
Terrorism Prevention Act (IRTPA). One of the primary goals of this legislation
‘was to create one place in the Intelligence Community—the NCTC—where all
terrorism related information could be integrated and analyzed. The IRTPA
cleﬁnes NCTC’s primary-missions, including:

“toserve as the primary organization in the United States Government
for analyzing and integrating all intelligence possessed or acquired by
the United States Government pertaining to terrorism and
counterterrorism...” and

“to:serve as the central and shared knowledge bank on known and
suspected terrorists and international terror groups: !

' 50 U.S.C. 4040(d).



) In addmon, the IRTPA d:r' ot ”_'ai'the Director GENC C shall hav" the role:and
TOsp ityt iinat terrorism it fortma*taen, i thmg current threat.
' mf@rmatxon and “haye ‘primary responsibility within the United States
Governmem for cenductmg net assessments of terrorist threats.’ 22

ﬁ oL NCTC Failed to Fulfill Its Mission

IRTPA was'to have corrected the problems identified after 9/11 by making
NCTC responsible and accountable for all terrorism related intelligence analysis.
Instead, the Committee-found in this review that no one agency believes its
analysts are responsible for trackmg and identifying all terrorist threats, essentially
‘the same problem identified six years dgo by the 9/11 Commission, which found
“the intelligence commiinity’s confederated structuré left open the guestion of who
realiy was:in charge of the entire U.S. intelligence effort™ to combat terrorism.

espite its statutory mission; NCTC did not heheve it was the sole-agency in
the IC for piceing together all terrorism threats. In fact, ina response to the
Commiittée, NCTC stated, “nio ohe entity within the TC has sole’ tesponsibility nor
: bea;rs the enitire burden-of eitlier conrecting dots ot accountability for failing to do
0. Further, NCTC stated to staff that it focused: -primarily on providing strategic,
'01.‘ hlgh leveel, terrorisny assessments, and prov1d1ng suppeort to senior policymakers.
'No one at NCTC was glven responsﬁaﬁzty far trackmg alI terronst threats

daaly threat reports “Threats az}d Threads i tracked oniy the: most sefious threats
All lower priority threats are not-examined by any one office at NCTC. Yet, a
lower priority threat that succeeds, as the 12/25 plot almost did, would most
definitely be seen as a serious att_a_c_k by al-Qa’ida.

NCTC was created to be the central knowledge bank for all terrorism related
information. As such, it is the only Intelligence Community agency with access to
all intelligence databases as well as law enforcement information. ks unique role
and access to information make it best suited to-be responsible for integrating all
intelligence—and connecting the dots—on any one particular threat, as well as, to
provide comprehensive strategic terrorism assessments. However, NCTC failed to

250 U.S.C. 4040(1)}(1)(G).
-3 National Commission on Terrorist Attacks Upon the United: States, The 9/11 Commission
Report (W.W. Norton & Co., 2004), p- 93.

4 NCTC Response to SSCI, March 11, 2010.



| fmxssmn | |
-~ HI.  Team Efforts Do .Nof‘théie...Ih:diéi?if‘dfixaiiﬂespansibﬂiiy

_ NCTC believes that tracking terrorist threats should be a team effort, and
“without o clearly: identified “laneof responsibility’. »> We disagree. Temrorism

' analysts throughout the Intelligerice Commuity often perfbrm overlapping
-analysis, repetition designed to: 1dent1fy oversights by any one agency. This
duplication serves as-a valuable check and balance ~and enhances security. In this

- case; both CIA and NCTC had access to all the relevant reporting on :
Abduiniutailab and either’ agency could have connected them, however, neither
identified the mtelhgence asa threat stream. ‘Overlapping efforts can help reduce

 the risk of one agency overlooking a threat, but these additional efforts cannot

replace the need fer - one: p'nmary agency to have ult;mate responsa,bﬁny fer this

_missmns isa s1gmﬁcant fallure and remams so today
. Technoiogy Is Still 2 Problem for the Intelligence Community

uiry, that we participated in, found in 2002 that,
Whﬂe tefchnol@gy temains one of thxs nation’s greatest advantages, it has not ‘been
- fally and most: effectweiy apphed in support of 1.8 counterterrorism efforts.
Persistent problems in this area included a lack of collaboration between
Intelligence Community agencies, a reluctance to: develop and implement new
technical capabilities aggressively, the FBI’s reliance on outdated and insufficient
technical systems, and the absence of a central counterterrorism database. »® This
remains a problem today.

As this Committee review noted, technology across the Intelligence
Community still is not adequate to provide search enhancing tools for analysts.
Several of the intelligence analysts involved in the Abdulmutallab case said that
they were unable to link together the various reports on Abdulmutallab due to the
struggle to balance searching the large volume of terrorism-related intelligence
available with their daily workloads. The large number of intelligence databases
compounded this problem by forcing some analysts and collectors 1o search

$NCTC Response to SSCI, March-11, 201,
& Joint Inquiry, p.54.



CTC does riot have
is dependent on
: 1ts persennel to f:endu" : atabases and to:
© rely on'the mémory an > ar : erice. CIA has
similar problems mth i s-.mam a«il-source counterterrensm database This remains
-a problem today.

V. -Cﬂné‘lﬂ:siﬂl! _

| Almost nine years after 9/11, we-are concerned about whether or not the
Intelligence-Community is organized effectively to identify and disrupt terrorist
attacks. 'While we commeénd the Intelligence Commumty 's hard-working
personnel for their dedicated and tireless service, we are concerned that the
policies, procedures and technology that they must: wotk- within today are
'hampermg their ability to-detect in advance the Hext attack against the Homeland.

¢ in goncealing their

_ ‘ W it , ‘“‘_', ¢e the Homeland.
o In fact since: 12/ ,5 Anwar aZ~Au1aq1 called upan-mwxduals toact independently
and conduc‘i attacks against the U.S. and other Western countries.

We must ensure that NCTC understands its mle and'its. responsibilities as
the Mission Manager for coumteérterrorism, and that ouf: analysts have the
technelogical tools they requiré to search through large guantities of intelligence.
Today, identifying terrorist operatives is the biggest challenge our Intelligence
Commumty faces, and they should have all the support necessary to be successful
1in their mission.

SAXBY CHAMBLISS,
RICHARD BURR.



